MpunoxeHue Ne2. MHpopmayMoHHaa naMAaTKa 4na obyyarowmxesa 4na pasmeLleHns Ha
ohuumnanbHbIX MHTEpHET-pecypcax

C KaX/bIM rofjloM MONOAEXW B MHTEPHETe CTAHOBUTLCS 6GO/bLUE, a LWKOMbHUKN OAHMN 13
cambIX aKTWBHbIX MNofb3oBaTeneid PyHeTa. Mexay Tem, MOMWMO OFPOMHOIO KOAMYecTBa

BO3MOXHOCTEW, MHTEPHET HeceT U Npob6sieMbl. JTa NaMATKa JO/MKHA NOMOYb Tebe 6e30nacHo
Haxo4MTbLCA B CETU.

KomnbloTepHble BUPYChI

KOMNblOTEpHbIA  BUPYC -  3TO  Pa3HOBMAHOCTb  KOMMbHOTEPHLIX  MpOrpamm,
OTNNYNTENbHOW  OCOGEHHOCTbID  KOTOPOW  SBMSIETCA  CMOCOBHOCTb K PasMHOXEHWO. B
LOMOSIHEHNE K 3TOMY, BMPYCbl MOTYT MOBPEAWTb UM MOMHOCTbI0 YHUUTOXWUTL BCE (haiinibl 1
[aHHble, NMOLKOHTPO/bHbIE MONb30BaTENO, OT MMEHW KOTOPOro 6blna 3anylyeHa 3apaXEHHas
nporpammMa, a Take MOBPEAWUTb WM AAXKE YHUUTOXMTb OMEepaLMOHHYH CUCTEMY CO BCEMMU
(haiinamm B LenoM. B 60/bLIMHCTBE ClyYaeB PacrnpoCTPaHATCS BUPYChl Yepe3 NHTEPHET.

MeTogpl 3aWMTbl OT BPEAOHOCHbIX NPOrpaMm:

1 Wcnonb3yii COBPEMEHHbIE OMepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alWmnTbl OT BPEAOHOCHbIX MPOrpamm;

2. TlocTOfHHO YycTaHaBnMBaW Mayty (LUgpoBble 3annaTku, KOTOpble aBTOMaTUYeCKu
YCTaHaBNMBAKOTCS C LENbH A0pabTKM Mporpammbl) M Apyrne 0GHOBNEHUS CBOEN
onepawlMoHHON cuctembl. CKaumBail UX TOMbKO C 0MLManbHOrO calita pa3paboTumka
OC. Ecnu cyLecTBYeT peXKMm aBTOMaTUYeCKOro 06HOBEHNSA, BK/IKOYM €rO;

3. Pab6oTali Ha CBOEM KOMMbOTEPe MOA NpaBaMu MONb30BaTeNs, a He afMUHUCTpaTopa.
3T0 He NO3BONUT OGOMLLUMHCTBY BPEAOHOCHbLIX MPOrpaMM WHCTaNIMPOBaTbCA Ha
TBOEM MepCOHa/IbLHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBMPYCHbIE MNPOrpaMMHbIE MPOAYKTbI U3BECTHbLIX MPOV3BOAUTENEN, C
aBTOMaTMyeCcKUM 06HOBMIEHNEM 6a3;

5. OrpaHnyb (M3NYECKNl JOCTYN K KOMMNbIOTEPY A8 MOCTOPOHHMUX NINL;

6. Vcnonb3yli BHELWIHME HOCMTENN UH(OPMALMK, Takne Kak dieLlka, AUCK unn gaiin us
NHTEpHeTa, TONbKO 13 NPoepeHHbIX NCTOUYHUKOB,;

7. He oTKpbiBali KOMMbIOTEPHbIE (haiifibl, MONYYEHHbIE U3 HEHAAEXHbIX WCTOUYHMKOB.

Ldaxe Te (haiinbl, KOTOpble Mpucnan TBOW 3HAKOMbIA. Jlydlle YTOYHW Y HEro,
OTMPaBnsAN N OH Tebe ux.

CeTun WI-FI

Wi-Fi - 3T0 He Bu[, nepefayv faHHbIX, HE TEXHONOTUSA, a BCero imb 6peHsa, mapka. Euwe
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHf «WECA», uto 0603Ha4ano
cnosocoyeTaHne «Wireless Fidelity», koTopbIlii nepeBOAMTCA KaK «6eCcnpoBOAHaA TOYHOCTb.

[o Hawero BpemeHW fgolwina Aapyras abbpeBmaTypa, KOTOpasi ABNAETCS TaKOWh ke
TexHonoruein. 1o abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe ObIN0 4aHO C HAMEKOM Ha CTaHaapT
BbICLUMI 3BYKOBOWN TeXHUKMN Hi-Fi, 4TO B NepeBoje 03Ha4YaeT «BbICOKAs TOYHOCTbY.

[a, 6ecnnatHbli MHTEPHET-AOCTYN B Kage, OTENAX M a3pornopTax ABAAETCA OT/IMYHOM

BO3MOXHOCTbH) BbIX0/la B UHTEPHET. HO MHOrMe 3KCMepThbl CUMTAOT, UTO 06LLeaoCTyNHbIe Wi-
Fi ceTn He ABns0TCA 6€30NacHbLIMU,

CoBeTbl N0 6e30nacHOCTU paboTe B 06LWeA0CTYNHbIX ceTax Wi-fi:



He nepefaBali CBOK /IMYHYIO MH(oOpMauuio 4vepes obuiepocTynHble Wi-Fi cetw.
PaboTasd B HWX, XXenaTe/lbHO He BBOAMTb Maposiiv A0CTyna, JIOTUHbI U Kakue-To
HOMepa;

Wcnonb3yit 1 06HOBNAK aHTUBMPYCHbIE NporpaMMmbl U GpaHamayep. Tem cambiM Thbl
o6e3onacuLlb ceba 0T 3aKayukun BMpyca Ha TBOe YCTPOMCTBO;

Mpu wncnonb3oBaHun Wi-Fi oTkaoun gyHkumMio «O6Wwuii goctyn K arinam w
npuHTepam». JaHHad (YHKUMA 3akpbiTa MO0 YMONYaHUIO, OfHAKO HeKoTopble
nonb3oBaTeNn aKTMBUPYIOT eé Ans ya06CTBa MCNoMNb30BaHWA B paboTe nnm yyeobe;

He ncnonb3yin ny6onuunbii WI-FI gnsa nepefayn NM4YHbIX AaHHbLIX, Hanpumep Ans
BbIX0/a B COLMaIbHbIE CETU UAWN B 3NIEKTPOHHYHO MOYTY;

Mnonb3yil ToNbKO 3aliulieHHOoe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-afpeca BBOAN UMEHHO «https://»;

B Mmo6unbHOM  TenethoHe  OTKMOUM  (DyHKUMIO  «lMogkntoyveHne K - Wi-Fi

aBTOMaTU4eCKn». He gonyckali aBTOMaTMyYeCKOro NOAKMYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Hallly >XW3Hb, MHOTUE NIOAN PabOTalOT U XKUBYT
TaM MOCTOSIHHO, a B Facebook yxxe 3aperncTpupoBaH MWUNANAP[ Ye/loBeK, YTO SBNSETCS OfHOIA
CelbMO BCeX >XXuTeneli nnaHeTbl. MHOrMe MoNb3oBaTENM HE MOHMMAIOT, YTO WMH(OopMaLMs,

pasMeLLeHHast UMW B COLMA/IbHbIX CETSX, MOXET ObiTb HalifieHa 1 1CMO0/b30BaHa KeM YroAHO, B
TOM ymcne He 0653aTeIbHO C 61arMnM HaMepeHNsIMU.

OCHOBHbI€ COBeThI N0 6e30MacHOCTU B counanbHbIX CETAX:

1

OrpaHnyb COWUCOK fapy3eii. Y Tebs B APY3bSX He AO/MKHO ObiTb CAy4yaliHbIX K
He3HaKOMbIX NIIOAEN;

3awuiain cBoK 4YaCTHYH XM3Hb. He ykasbiBaii naponv, TeneoHbl, agpeca, gaTty
TBOEr0 POXAEHWUA W [PYTYH NUYHYI0 WH(POPMaLMo. 310YMbILNEHHUKN MOTYT
MCMOoMb30BaTh AaXe MH(POPMaLuid O TOM, KakK Tbl M TBOW POAMTENU NiaHupyete
MPOBECTU KaHWUKY/bl;

3aluMuiaii cBOKO penyTauuio - AepXXuU ee B YNCTOTE M 3ajaBaii cebe BONpoc: XoTes 6bl
Tbl, 4TOObI Apyrve nonb3oBaTenn BUAENWU, YTO Tbl 3arpyxaewb? Mogymain, npexge
4yeM YTO-TO ONy6/IMKOBaTb, HANUCaTb U 3arpy3nThb;

Ecnn Tbl roBOpULWb C NHOABMW, KOTOPbIX HE 3Haelb, He WUCMOMb3yl CBOE peasibHOe
UMA N APYTYHO JINYHYKO WH(OPMaLUnU: MMS, MECTO >XXMTENbCTBa, MECTO Yy4yebbl u
npoyee;

WN3beraii pasmewieHuns gotorpaduii B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTH,
Mo KOTOPOIM MOXHO ONpefennTb TBOE MECTOMOJIOXKEHUE;

Mpu pernucTpaymm B COLManbHOM CeTU HEOOXOAUMO UCMONb30BaTh CIOXKHbLIE NApon,
cocTosLwme U3 6yKB U LUGpP 1 ¢ KONMYECTBOM 3HAKOB He MeHee 8;

[na counanbHOM ceTn, NOYTbI U APYrMX CalTOB HEOOXOAMMO MCNONbL30BaTb pPasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLIEHHWUKX NOMTyYaT A0CTYN TO/MbKO
K OLHOMY MECTY, a He BO BCE Cpasy.

ONEKTPOHHLIE AEHLIN

ONEKTPOHHbIE AEHbIN — 3TO OYEeHb YAOOHbLIA CNOCO6 MnaTeXxei, OAHAKO CYLLECTBYHOT
MOLLEHHWUKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIN.

ONIeKTPOHHble [AeHbrM MOABWUINCL COBCEM HeAaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyfapcteax Ao CUX nop He nponuncaHo npo HMUX B 3aKOHax.


https://%c2%bb

B Poccum Xe OHWM (YHKLMOHMPYIOT M O HUX YXKe NPOMUCaHO B 3aKOHe, e MX
pasfensatoT Ha HeCKONbKO BWAOB - aHOHWMHblE W He aHOHWUMHbIE. PasHuMua B TOM, 4TO
aHOHWMHble - 3TO Te, B KOTOPbIX paspellaeTcs MPOBOAWTbL onepauuyn 6e3 naeHTUDMKaLUM
nonb3oBaTens, a B HEaHOHUMHbIX UAEHTUDMKALMKN NONb30BaTeNs ABASETCA 0653aTeNbHONA.

Takxke cfeflyeT pasninyaTb 3NEKTPOHHble (UaTHble AeHbrM (paBHbl rOCYAapCTBEHHbLIM
Ba/IHOTaM) U 3/1EKTPOHHbIE HE(MAaTHbIE AeHbIM (He paBHbI FOCYAapCTBEHHbLIM BasllOTaMm).

OCHOBHbIe cOBeTbI M0 6e30MacHol paboTe ¢ 3NeKTPOHHLIMU feHbramu:

1 TIpuBSXM K CYETY MOOWNbHBIA TeneoH. ITO caMblii YAO0OHbIA U GbICTPbIA CNocob
BOCCTaHOBUTb [OCTYN K cyeTy. [puBS3aHHbIA Tene)oH MOMOXET, ecnu 3abyjaellb
CBOI NNaTeXHbIli Naponb UKW 3aiifellb Ha CainT C HE3HAKOMOI0 YCTPOICTBA;

2. Wcnonb3yin ofHopasoBble naponun. locne nepexofa Ha YCWIEHHYH) aBTOpPM3aLuio
Tebe y)Ke He By[eT yrpoXkaTb OMacHOCTb KPaXkn U/ Nepexsata MniaTeXxHoro naposns;

3. Bblbepu cnoxHblii naponb. [pecTynHukam OyfeT He MNpOCTO yrafatb CAOXHbIN
naponb. HagexHble naponnm — 3To naponn, KOTOpble COLEPXKaT He MeHee 8 3HaKoB U
BK/IIOYAOT B CeOA CTPOYHbIE W MPOMUCHblE OYKBbI, LUMPbLI U HECKONbKO CUMBOJIOB,
Takue Kak 3HaK gonnapa, (hyHTa, BOCKIMLaTe bHbIA 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM /INYHbIE AaHHbIe Ha cailTax, KOTOPbIM He JOBepseLLb.

JNeKTpOoHHasa noyTa

ANeKTPOHHas NoYTa — 3TO TEXHO/MOIMS U NPeAOCTaBNSEMbIE €0 YCAYTU MO NEPECHINKE 1
MONYYEHNIO 3MEKTPOHHbLIX COOOLLEHWIA, KOTOpble pacnpedenstoTcs B KOMMbHOTEPHOW CETW.
O6bIYHO  3M1IEKTPOHHbIA MOYTOBbIA  AWMK  BbIFASAUT  creAylowyMm  06pasoM:

MMS_MONb30BaTENA@UMS_foMeHa. Take KpoOMe Mepedayds MNpoOCTOro TeKCTa, MMeeTcs
BO3MOXXHOCTb MepefaBaTh (ainbl.

OCHOBHbIe COBeTbI M0 6e30nacHO paboTe C 31EKTPOHHOW MOYTOMN:

1 Hapo BbI6paTh NpaBWUbHBIA MOYTOBLIA CepBUC. B MHTEPHETE ecTb OrPOMHBbIA BbIGOP
6ecnniaTHbIX NOYTOBbLIX CEPBUCOB, OHAKO NyYlle [OBepPATb TeM, KOTO 3Haellb W KTO
nepBblil B PENTUHTE;

2. He ykasblBail B MYHOM NMOYTe MYHYIO MHGOpMauuo. Hanpumep, nydule BblopaTb
«MY3blKa/lbHbI_(haHaT@» nnn «pok2013» BMecTo «TeMal3»;

3. Vcnonb3yin AByXaTanHyto aBTopu3aumio. 3T0 Korga nomMvMo napons Hy>XHO BBOAWTb
KoA, npucbinaembliii no SMS;

4. Bblbepn CNOXHbIA naponib. [Ans KaXAOro NoYTOBOro flMKa A0/KeH 6biTb CBOM
HaeXHbI, YCTOMUYMBLIA K B310MY Napo/sib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3YIA 3Ty
BO3MOXHOCTb;

6. Vcnonb3yil HeCKOSIbKO MOYTOBLIX AWMKOB. [lepBblii ANf 4aCTHOW MNepenuckn ¢
afipecatamMu, KOTOpbIM Tbl [OBepsiellb. 3TO 3MEKTPOHHbIA afpec He Hajo
MCNONb30BaTh MpW perucTpaumm Ha hopymax u camtax;

7. He oTkpbiBalii (aiifnibl U Lpyrue BMOXEHWS B MUCbMax [LaXe ecny OHW Npuwwn ot
TBOUX ApYy3eid. Jlydlle YTOUHW Y HUX, OTNPaBAAIN N OHW Tebe 3T (hainbl;

8. Tocne okoH4YaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes] 3aKpbiTMEM BKMaLKW C
CaiiTOM He 3aby/b HaXKaTb Ha «BbIATU».



KnGBPpOYNIMHT UK BUPTYyanbHOe N3aeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHUAMU, COAEPXKALIMMKW  OCKOPO6AeHNMs,

arpeccuto, 3anyruaHue; XynuraHcTBO; COLManbHOe 6OMKOTMPOBAHWE C MOMOLLbI Pa3NNUHbIX
VHTEPHeT-CepBUCOB.

OCHOBHbI€e COBETbI N0 6opbbe ¢ KNGEPOYNITNHIOM:
1 He 6pocaiica B 60ii. Jlyuwimnini cnocob: NOCOBETOBATLCA Kak Cebf BECTW W, eCNu HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHayane YCMoKouTbCH. Ecnu Tbl HayHellb

0TBeYaTb OCKOPOGMEHUAMM Ha OCKOPOMeHUs, TO TOMIbKO ele 60Mblle PasoxOKellb
KOHM/IUKT;

YnpaBnsii CBOen KnbeppenyTauneil;

3. AHOHUMHOCTb B CeTU MHMMas. CyllecTBYHOT CNOcOo6bl BbIACHUTb, KTO CTOMT 3a
aHOHMMHbIM aKKayHTOM;

4. He cTOWT BECTU XYNUTAHCKNIA 06pa3 BUPTYaNbHON XWN3HWU. IHTEPHET PUKCUMPYET BCe
TBOMW AEACTBUSA N COXPaHAET NX. Y aanuTb MX OyaeT KpaiiHe 3aTPYyAHUTENbHO;

5. Cob6noaaii cBoii BUPTYyanbHYH YeCTb CMOJOAY;

6. WrHopupyin eauHuMYHbIA Heratme. OfHOpPa3oBble OCKOPO6UTENbHbIE COOOBLLEHMS
Nyulle urHopmposaTb. O6bIYHO arpeccus NpekpaLLaeTcs Ha HavyasbHOW cTaguu;

7. baH arpeccopa. B nporpammax 06mMeHa MFHOBEHHbIMUW COOGLLEHUSIMK, B COLMAbHbIX
ceTaX ecTb BO3MOXHOCTb OG/IOKMPOBKM OTMNPaBKM COOOLLEHNIA C OnNpeaeneHHbIX
afipecos;

8 Ecnm Tbl  cBugeTens KubepbynnuHra. TBOW [AeWCTBUA:  BbICTYMUTb  MPOTUB
npecnefosatens, Mnokasatb eMy, 4YTO €ro [JeincTBUS OLEHUBAKOTCA HEeraTtuBHO,

nogaepXaTb >KepPTBY, KOTOPOW HyXKHa MCMXONOrMyeckas MOMOLLb, COOBLUTb
B3POC/bIM O (haKTe arpecCMBHOIO MOBEAEHUS B CETH.

o

Mo6unbHbIN TeneqoH

CoBpeMeHHble CMapTOHbl M MAaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bli
(byHKLUMOHAN, W Tenepb OHM MOTYT KOHKYpPMPOBaTb CO CTaLMOHapHbIMU KOMMbOTEPaMM.
OpHako, cpefCcTB 3aliWTbl A1 NOA06HbLIX YCTPOCTB MOKa OYeHb Mano. TecTUpoBaHMe MU MOUCK

YA3BMMOCTEA B HUX MPOUCXOAWUT He TaK MHTEHCUBHO, Kak ans MK, To >e camoe KacaeTcs u
MOGUbHBIX NPUNOXKEHWIA.

CoBpeMeHHble MOGUNbHbIE 6pay3epb| YXKe MpakKTU4YeCKn AorHann HacToJ/ibHble aHaloru,

O[lHAaKO paclUMpeHne (YHKLMOHaNa BNe4yeT 3a COGO0M GOMbLUYH CMOXHOCTb U MEHbLLYHO
3aLLMLIEHHOCTb.

[laneko He Bce NPOM3BOAMTENN BbIMyCKAatOT OGHOBMEHUS, 3aKpblBatoLLMe KpUTUYECKMe
YS3BMMOCTU AN CBOMX YCTPOIACTB.

OCHOBHble COBeTbI N5 6e30MacHOCTY MOGW/BLHOIO TefledoHa:

1 Hwuuero He ABNseTCs Mo-HacToslleMy 6GecnnaTHbIM. Bylb OCTOPOXeEH, Bedb Korja
TeGe npefgnaratoT 6eCnNaTHbIi KOHTEHT, B HEM MOTYT GblTb CKPbITbl Kakue-TO
nnaTHbIE YCNYTK;

2. [ymaii, npexae yem otnpaBntb SMS, oTo nnn BMAeO. Thl TOYHO 3HaELLb, Fe OHK
O6yayT B KOHEYHOM UTore?

Heobxo4MMO0 06HOBNATL OMepaumoHHYI0 CUCTEMY TBOEro CMapT(oHa;
4. cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl A8 MOOUbHbLIX TeNe(oHOB;

w



5. He 3arpy»ai NpunoXeHUs 0T HEN3BECTHOrO MCTOYHMKA, BEAb OHU MOTYT COAEPXKaTb
BPEAOHOCHOE MPOrpaMMHoe 0becneyeHme;

6. lMocne TOro Kak Tbl Bbllifellb C caiiTa, rae BBOAW JIMYHYKO WUH(OPMaLUKIO, 3aiiamn B
HacTPOliKKn bpay3epa u yaanu cookies;

7. Tepuoanyeckn NpoBepsin Kakne nnaTHble YCNYrn akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [laBain cBO HOMep MOOWALHOrO TenedioHa TOMbKO /HOASM, KOTOPbIX Thbl 3HaELlb U
KOMY A0BepsieLlb;

9. Bluetooth gomkeH ObITb BbIK/OYEH, KOrga Tbl MM He nonb3yewsbcs. He 3abbiBaii
MHOr a NpoBepsThH 3TO.

Online urpsbl

COBpEMEHHbIE  OHMAWH-UIPbl - 3TO KPacoYHble, 3axBaTblBalOLlME PA3BNEYEHMS,
06bEAMHSAIOLLME COTHM ThICAY YENOBEK MO BCEMY MUpY. VrpOKM MCCNeAytoT AaHHbIA UM Mup,
obLarTeca Apyr ¢ APYroM, BbIMOHAOT 33jaHUs, CPKAOTCA C MOHCTPaMU U MOAYYaT OMbIT.

3a y[0BONbCTBME OHWM NAATAT: MOKYNawT [AMCK, OMavynmBaloT aGOHEMEHT WAM NpuobpeTaloT
KaKune-To onuum.

Bce atu cpeactBa MAyT Ha MoAfdepXXaHWe W pasBUTME WUIPbl, a TakKXke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbIMYCKAOTCA HOBble MaTyu
(umdppoBble 3annaTkK ona Nporpamm), 3aKpbiBaKTCA YA3BUMOCTU CepBEPOB.

B nofo6HbIX Mrpax CTOMT OnmacaTbCsi He CTO/MbKO CBOWMX COMEPHMKOB, CKOMbKO KPaXu
TBOEro Maposisi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTopu3aLmm 60NbLIMHCTBA Urp.

OCHOBHble COBETbI M0 6€30NacHOCTN TBOEIO UIPOBON0 aKKayHTa:

1 Ecnu apyroi nrpok Beaet cebs nNaoxo unm co3gaet Tebe HENPUATHOCTK, 3a6NOKUPYIA
ero B CNUCKe UIPOKOB;

2. Moxanyica afMUHUCTPaToOpaM Urpbl Ha M/0X0e MOBefjeHMe 3TOro0  Urpoka,

XenartesbHO NPUIOXKUTbL KaKne-To AoKasaTe/IbCTBa B BUAE CKPUHOB,;

He ykasbiBali MM4YHY0 MHHOpMaL Mo B npodaiine urpsbl;

YBaxain apyrnx y4acTHUKOB MO WUrpe;

He ycTaHaBnmBali Heo(mumanbHble NaT4ym N MOAbI;

Mcrnonb3yii CNoXHbIE U pasHble Naposu;

[axe BO BpeMsi Urpbl He CTOMT OTK/OYaTb aHTUBMPYC. MoOKa Tbl Mrpaellb, TBOVA
KOMMbIOTEP MOTYT 3apasnTb.

~No oA W

OULINHT UK KpaXKa IMYHbIX faHHbIX

OO6bIMHOW Kpaxeil AeHer U AOKYMEHTOB CErofHs Y>Ke HWKOro He YAUBMLLIb, HO C
Pa3BUTUEM  MHTEPHET-TEXHOMOIMIA  3/M0YMbILUNEHHUKA  NEPEMECTUANCL B WHTEPHET, MW
MPOAO/IKAKOT 3aHNUMATHLCA «/THOOUMbIM» €/10M.

Tak nosiBunacb Hosas yrposa: WHTEPHET-MOLUEHHNYECTBa WA Cbl/ILIJI/IHF, rnaBHasa Lesb
KOTOpPOro COCTouUT B MONy4YeHUn KOHCbVI,CI.EHLI,VIaTIbeIX OaHHbIX nonb3oBaTesien — MOrMHOB ”

naponeil. Ha anrnuinickom asbike phishing untaetca kak guwmnHr (o1 fishing — pbibHas noens,
password — napons).

OCHOBHble coBeTbl M0 60pbbe C PULLIMHIOM:

1 Cnegn 3a cBoMM akkayHTOM. Ecnm Tbl nofjospeBaellb, UTO TBOS aHKeTa Oblia

B3/I0OMaHa, TO Heob6XoAMMO 3a6/0KMpOBaTb €e W CO0OWMWTL aAMUHUCTPATOpPaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. Wcnonb3yid 6esonacHble Beb-caiTbl, B TOM 4uCNe, WHTEPHET-MarasMHoB W
MOUCKOBBIX CUCTEM;

3. Vcnonb3yil CNoXHble ¥ pasHble Naponn. Takum obpa3om, ecnn Tebs B3OMaloT, TO
3N0YMbILUNEHHVUKW NOMyYaT JOCTYN TONbKO K O4HOMY TBOEMY MPOMUII0 B CETH, a He
KO BCeM,;

4, Ecnn Teba B3nOManM, TO HeOOXOAMMO MpefynpeamuTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fo6aBneHbl y Tebd B Apy3bsX, 0 TOM, YTO Tebs B3fIOMaN U, BOSMOXHO, OT
TBOEro MMeHu ByfeT pacchlnarbea cnam U CCbIIKN Ha PULLNHIOBbIE CaiThl;

5. YcTaHoBM HagexXHbI naponb (PIN) Ha MOOGWNbHLIN TeNnegoH;

OTKN0UM coXpaHeHWe napons B bpaysepe;

7. He oTkpbiBall (haitfibl U Apyrve BMOXEHWUA B MUCbMaxX Laxe €CAU OHW MPULLAN OT
TBOMX [py3eit. Jlyulle YTOUHW Y HUX, OTNPaBASAAN N1 OHW Tebe 3T (halibl.

o

Linthposas penyTawyus

Linthposas penytaumsa - 3T0 HeraTMBHas WUaM NO3UTUBHAA MH(oOpMaLus B ceTn 0 Tebe.
KomnpomeTvpytowas MHpopMaums pasmelleHHas B WHTEPHETE MOXET Cepbe3HbIM 06pa3om
0TPasuTbCA Ha TBOEI peanbHOW XWU3HWU. «LludpoBas penyTaumsa» - 370 TBOW MMUIK, KOTOPbIA
thopmMmmpyeTca u3 nHpopmalmm o Tebe B MHTEPHETE.

TBOE MEeCTO XWTeNbCTBa, Yuebbl, TBOE (IHAHCOBOE NMOMOXEHWUE, 0COBEHHOCTM XapaKTepa
11 paccKasbl 0 GIM3KMX - BCE 9TO HAKarn/jMBaeTCs B CETW.

MHorve nogpoCcTKN NErkKOMbICIEHHO OTHOCATCA K My6AuKauuy NNMYHON uHdopmaunu B
NHTepHeTe, He MOHMMAas BO3MOXHbIX MOCNeACTBMIA. Thbl AaXKe He CMOXELUb A0ragatbCcsi 0 TOM,
yTo hoTorpadms, pasmelleHHas 5 neT Hasaf, cTana NPUUYNHONM O0TKasa NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHve TBOWMX oTorpaduii v [pyrue AeWCTBMS MOTYT He
NCYE3HYTb fJaXe nocne TOoro, Kak Tbl UX yganuub. Tbl He 3Haellb, KTO COXpaHWn 3Ty
MH(opMaLMio, nonana M OHa B MOMCKOBblE CUCTEMbl M COXPaHUIACb N OHA, a FNMaBHOE: 4TO
nogymatoT 0 Tebe OKpyKatollee N0AN, KOTopble HaWayT M YyBUAAT 3T0. HailTu mHgpopmaymto
MHOrO fIeT CNYyCTA CMOXeT Noboi - Kak M3 Jo6pbiIX NO6YXAeHWWA, TaKk U C HaMepeHuem
NPUYUHUTL Bpes. ITO MOXET OblTb KTO YrofHo.

OCHOBHbI€ COBETbI MO 3aWuUTe LUPPOBOIA penyTaLuu:

1 [Moaywmaii, npexae 4Yem 4TO-TO NMyO6AMKOBaTb M nepefaBaTb Y cebs B 610re wuam B
coLnanbHol ceTu;

2. B HacTpoiikax npogunsa yctaHoBU OrpaHuyeHns Ha MPOCMOTP TBOEro Npoguns v ero
COZIEPXXUMOTrO, cAenali ero TOMbKO «/s ApY3ei»;

3. He pasmelyaii 1 He yKa3sbiBalii MH(OpPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnatb
nnm obuxarb.

ABTOpCKOe npaso

CoBpeMeHHble  LIKO/IbHUKN- aKTMBHblEe MO/b30BaTENIN  LM(POBOro MpPOCTPaHCTBaA.
OfHaKo JaneKko He BCE 3HAKOT, YTO MO/b30BaHWE MHOTMMU BO3MOXHOCTAMU LU(POBOro Mupa
TpebyeT cO6NOEHUSA NPaB Ha UHTENNEKTYaNbHYH COBCTBEHHOCTb.

TepMUH «MHTeNNeKTyanbHas COOGCTBEHHOCTb» OTHOCUTCA K Pa3/IMYHbIM TBOPEHWSAM
4eNoBEYECKOr0 yYMa, HaunHas C HOBbIX U300PETEHN 1 3HAKOB, 0603HAYaOLLNX COOCTBEHHOCTb

Ha NPOAYKTbl M YCAYrM , W 3aKaHuMBas KHUramu, ¢oTtorpadmsamu, KuHO(GUIbMaMK U
MYy3blKa/IbHbIMW MPOU3BEAEHNAMMN.



ABTOpPCKME MpaBa - 3TO MpaBa Ha MHTENNEKTyaNbHY COGCTBEHHOCTb Ha MPOV3BEAEHNS
HayKun, NUTepaTypbl 1 NCKYcCTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYeCTBE rapaHTWM TOro, YTO
VHTENNEKTYa/IbHbI/TBOPUECKNIA TPy aBTOpa He GyAeT HamnpacHbIM, JacT emy CrnpaBef/vBble
BO3MOXXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TPy/Aa, MOAyunTb U3BECTHOCTb U MPU3HAHNE.
HWKTO 6e3 paspeLLeHns aBTopa He MOXXET BOCMPOM3BOAUTL €r0 NPOM3BeeHNe, PacnpOCTPaHsTh,
ny6/MYHO [IEMOHCTPUPOBATb, MpPOAaBaTb, WMMOPTUPOBATb, MyCKaTb B MPOKAT, My6AMYHO
MCMOMHATb, NOKa3blBaTb/UCNONHATL B 3Mpe Unmn pasmellatb B IHTEpHETE.

cnonb3oBaHWe «NUPATCKOro» NPorpaMMHOr0 06ecriedeHns MOXET MPUBECTU K MHOTMM
pUCKam: OT MOTEPU [AaHHbIX K TBOMM aKKayHTaM [0 G/I0KMPOBKM TBOEro YCTPOWCTBa, rfe
YCTaHOB/NEHHbIi He nerasbHas nporpaMma. He CTOMT Takke 3abblBaTb, UTO CYLIECTBYET
neranbHble U 6ecnniaTHble MPOrPaMMbl, KOTOPbIE MOXHO HailTW B CETH.

O nopTane

CeTeBMYOK.pth - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXeWb Y3HaTb O
6€30MacHOCTN B CETW MOHATHbIM W AOCTYMHbLIM S3bIKOM, a NPU BO3HWKHOBEHWUW KPUTUYECKOIA

CMTyaummn ob6paTUTLCS 3a COBETOM. A TakKXe MPUHATb yyacThe B KOHKypcax M CTaTb CaMblM
UMDPOBBIM rpaXKfaHUHOM!



